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Abstract

As the European Union continues to ‘export’its high social and environmen-
tal standards through the Trade and Sustainable Development (TSD) chap-
ters in new-generation FTAs like the EVIFTA, EUSFTA, and the proposed
EU-Thailand FTA, a new regulatory frontier has emerged in Asia: corporate
accountability for employee data. While traditional labour disputes focused
on wages and working hours, the rapid ‘platformisation’ and ‘digitalisation’
of labour markets have shifted regulatory attention toward algorithmic ma-

nagement, workplace surveillance, and employee data protection.

This research examines corporate accountability for labour-data protection
as an emerging issue of sustainable trade governance in EU-Asia economic
relations. It argues that, although Trade and Sustainable Development (TSD)
chapters in the European Union’s new-generation free trade agreements do
not expressly regulate labour data, they nonetheless reshape the normative
structure of trade by embedding labour protection, non-regression, moni-
toring, and participatory implementation mechanisms within market inte-
gration. Drawing on the Brussels Effect, the article investigates how these
trade-linked normative pressures interact with domestic legal frameworks
governing employee data.

Using a functional comparative approach, the article analyses Singapore,
Thailand, Malaysia, and Vietnam against two criteria: the enforcement and
accountability mechanisms and the influence of international trade and mar-
ket pressures on regulatory development, in domestic personal data pro-
tection regimes. The comparative analysis finds significant variation in the
degree of protection and enforcement across the four jurisdictions, and the
demonstration that, although EU trade agreements do not directly regulate
labour data, they contribute to a broader process of legal adaptation by rein-
forcing expectations of responsible corporate data governance. The arti-



cle concludes by proposing that labour-data protection
should be more explicitly integrated into the evolving
framework of sustainable trade governance and future
EU-ASEAN economic relations to balancing econo-
mic growth with the protection of fundamental digital
rights in labour relations.

Keywords: corporate accountability, labour data, FTA, TSD
chapter, ASEAN

Resumo

A medida que a Unido Europeia continua a “exportar”
seus elevados padroes sociais e ambientais por meio
dos capitulos sobre Comércio e Desenvolvimento Su-
stentavel (CDS) dos acordos de livte comércio de nova
geragdo, como os celebrados com o Vietni e Singapura
e o proposto acordo com a Tailandia, uma nova fron-
teira regulatéria emerge na Asia: a responsabilizacdo
empresarial pelo tratamento dos dados dos trabalhado-
res. Enquanto os conflitos trabalhistas tradicionais se
concentravam nos salarios e na jornada de trabalho, a
rapida plataformizacio e digitalizacio dos mercados de
trabalho deslocou a atencdo regulatéria para a gestdo
algoritmica, a vigilancia no ambiente de trabalho e a
protec¢io de dados dos trabalhadores. Esta pesquisa exa-
mina a responsabilizacio empresarial pela protecio de
dados dos trabalhadores como uma questao emergen-
te da governanca do comércio sustentavel nas relagGes
econdmicas entre a Unido Europeia e a Asia. Sustenta
que, embora os capitulos sobre CDS dos acordos de
livte comércio de nova geracio da Unido Europeia ndo
regulem expressamente esses dados, eles reconfiguram
a estrutura normativa do comércio ao incorporar a pro-
tecdo trabalhista, a ndo regressdo, 0 monitoramento ¢
0s mecanismos participativos de implementacao a inte-
gracdo dos mercados. Com base no Efeito Bruxelas, o
artigo investiga como essas pressoes normativas vincu-
ladas ao comércio interagem com os regimes juridicos
nacionais aplicaveis aos dados dos trabalhadores. Me-
diante uma abordagem comparativa funcional, o artigo
analisa os regimes nacionais de prote¢do de dados pes-
soais de Singapura, Tailandia, Maldsia e Vietna segundo
dois critérios: os mecanismos de aplicagdo das normas
e de responsabilizacio; e a influéncia do comércio in-
ternacional e das pressdes de mercado sobre o desen-
volvimento regulatério. A analise comparada identifica
variagbes significativas no grau de protegio e na apli-

cagdo das normas nas quatro jurisdicdes e demonstra
que, embora os acordos comerciais da Unido Europeia
nao regulem diretamente os dados dos trabalhadores,
contribuem para um processo mais amplo de adaptagao
juridica ao reforgar as expectativas de uma governanga
empresarial responsavel dos dados. O artigo conclui
propondo a integracio mais explicita da protecio de
dados dos trabalhadores ao quadro em evolu¢io da go-
vernan¢a do comércio sustentavel e as futuras relagoes
econdmicas entre a Unido BHuropeia e a ASEAN, de
modo a conciliar o crescimento econémico com a pro-
tecdo dos direitos digitais fundamentais nas relagdes de
trabalho.

Palavras-chave: responsabilizacio empresatial; dados
dos trabalhadores; acordos de livre comércio; capitulos
sobre comércio e desenvolvimento sustentavel; ASE-

AN

1 Introduction

International trade law is no longer confined to the
reduction of tariffs, the elimination of quotas, or the
technical management of market access. In the con-
temporary global economy, trade agreements increasin-
gly function as governance instruments through which
states negotiate the social, environmental and techno-
logical conditions under which cross-border commerce
takes place.' This transformation is closely linked to the
rise of the sustainable development agenda and the ex-
pansion of the digital economy.

The evolution of the digital world and technologi-
cal development have added a new stakeholder concern
to the corporate social responsibility (CSR) agenda of
businesses, ptivacy and data protection.” While techno-
logical adoption is to simplify business processes and
increase revenue generation, it also poses far-reaching
implications and risks, particularly with data breaches.

! James Harrison, “Trade Agreements and Sustainability: Explor-

ing the Potential of Global Value Chain (GVC) Obligations’ (2023)
26(2) Journal of International Economic Law 199-215; Gregory
Messenger, Tree Trade Agreements as Sites of Economic Diplo-
macy: Agreeing Common Standards for Sustainable Development’
(2025) 24(S2) World Trade Review 194.

> Joanna van der Merwe and Ziad Al Achkar, ‘Data Responsibil-
ity, Corporate Social Responsibility, and Corporate Digital Respon-
sibility’ (2022) 4 Data & Policy e12; Vasso Steele, ‘Corporate Social
Responsibility, Data Protection and the Right to Privacy’ (2022) 2
Student Law Journal 23-43.
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As production, services, and labour relations be-
come more data-driven, international trade law is now
required to engage with issues that were once treated
as peripheral to trade governance, including labour ri-
ghts, privacy, corporate conduct, and the regulation of
digital infrastructures.’ In that sense, the intersection
between international trade law, the sustainable deve-
lopment goals (SDGs), and the digital economy reflects
a broader normative shift: trade is expected not merely
to generate growth, but to do so in a manner consistent
with social justice, environmental protection, and tech-
nologically responsible governance.

The contemporary evolution of international trade
law reflects a structural shift from tariff reduction and
market-access liberalization toward the incorporation
of increasingly institutionalized obligations relating
to sustainable development, labour protection, and
responsible business conduct.* Within this normative
reorientation, corporate accountability assumes a more
central legal function, serving as one of the mechanis-
ms through which trade-linked sustainability commit-
ments are translated into obligations of compliance,
due diligence, and demonstrable corporate conduct wi-
thin domestic and transnational economic governance.’

Corporate accountability in Asian jurisdictions has
evolved from voluntary philanthropic traditions to-
ward legally recognised obligations embedded in ESG
frameworks (Environmental, Social, & Governance)
corporate governance codes, and increasingly man-
datory disclosure regimes, yet enforcement gaps and
institutional capacity deficits persist across the region.
International trade law influences the development of
corporate accountability through at least three doctri-
nal pathways: market-access conditionality embedded in
trade agreements,’ the diffusion of governance models

> Mira Burri and Kholofelo Kuglet, ‘Regulatory Autonomy in Dig-

ital Trade Agreements’ (2024) 27(3) Journal of International Fconomic
Law 397-423; Mira Burri, ‘Digital Trade Law and Human Rights’
(2023) 117 AJIL. Unbound 110-115; Jean-Baptiste Velut, “Trade Link-
ages or Disconnects? Labor Rights and Data Privacy in US Digital
Trade Policy’ (2023) 11(1) Politics and Governance 249-260.

* 1d, 3.

> Lorand Bartels, ‘Human Rights and Sustainable Development
Obligations in EU Free Trade Agreements’ (2013) 40(4) Legal Is-
sues of Hconomic Integration, 297-313.

Cindy Woods, ‘Engaging the UN. Guiding principles on business
and human rights: the inter-american commission on human rights
& the extractive sector’ (2015). Bragilian Journal of International 1.aw,
12(2), 570-588. https://doi.org/10.5102/+di.v12i2.3572

¢ Id 3.

through international institutional frameworks,” and the
growing role of digital trade instruments in shaping do-
mestic regimes of data governance and regulatory au-
tonomy.®

This normative reorientation becomes particularly
pronounced in the digital economy, where trade go-
vernance increasingly intersects with the regulation of
data, technological infrastructures, and labour relations.
The digital economy has restructured production and
labour relations through data-intensive platforms, al-
gorithmic management, and networked infrastructures
that render workers’ behavioural and performance data
a strategic economic asset rather than a merely admi-
nistrative by-product.” This transformation extends the
scope of trade governance beyond market liberalization
by creating a stronger need for legal frameworks capa-
ble of regulating workplace surveillance, cross-border
data flows, and corporate accountability for the protec-
tion of labour-data rights."

Unlike responsibility and liability, accountability
does not have a clear definition in international law. In
general, it can be used to describe processes by which
corporations can be held to account under international
(soft) law."" Here, in the scope of this article, the term
“corporate accountability” denotes enterprises’ obliga-
tions to organise, explain and demonstrate compliance
with applicable data-protection duties and to answer for
failures through oversight and remedial mechanisms.
Corporate responsibility concerns the substantive duties
owed; accountability concerns the procedures through
which their fulfilment can be assessed and enforced.

Fabrizio De Francesco and Edoardo Guaschino, ‘Reframing
Knowledge: A Comparison of OECD and World Bank Discourse
on Public Governance Reform’ (2020) 39(1) Policy and Society 113-
128.

8 Neha Mishra and Ana Maria Palacio Valencia, ‘Digital Services
and Digital Trade in the Asia Pacific: An Alternative Model for Digi-
tal Integration?’ (2023) 31(2) Asia Pacific Law Review 489-513; Mira
Burri and Kholofelo Kugler, ‘Regulatory Autonomy in Digital Trade
Agreements’ (2024) 27(3) Journal of International Economic Law
397-423.

Valerio De Stefano, ‘Negotiating the Algorithm: Automation,
Artificial Intelligence and Labour Protection’ (ILO Employment
Working Paper No 246, 2018)

1" International Labour Office, World Employment and Social
Outlook 2021: The Role of Digital Labour Platforms in Transform-
ing the World of Work (ILO 2021)

" Bernaz, N. Conceptualizing Corporate Accountability in In-
ternational Law: Models for a Business and Human Rights Trea-
ty. Hum Rights Rev 22, 45-64 (2021). https://doi.org/10.1007/
$12142-020-00606-w
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In this field, corporate accountability protects workers
from arbitrary and opaque data practices, compels fit-
ms to internalize the risks of digital management,'
and prevents digital trade gains from being achieved by
externalizing social costs onto labour. It also supports
trust in cross-border commerce and strengthens the le-
gitimacy of trade governance."”

The mandatory requirement for corporate accoun-
tability for labour data protection becomes more com-
plex in the context of EU-Asia free trade agreements.
Through TSD chapters, labour commitments, and ex-
pectations of responsible business conduct, the EU
projects sustainability-related norms beyond Europe
while formally preserving regulatory autonomy. Even
without explicit labour-data provisions, such agree-
ments may still shape domestic reform by strengthening
labour institutions, improving enforcement, and linking
trade competitiveness to social protection. Therefore,
accountability for labour data protection therefore lies
at the intersection of trade conditionality, regulatory di-
ffusion, and the Brussels effect, whereby access to the
EU market creates incentives for legal convergence.

In practice, the term “labour data” (or “employment
data”) does not have the specific definition in the do-
mestic legal framework or in international law as GDPR
of the EU. Article 88 of the GDPR governs “employee
personal data” and HR data” under its general defini-
tion of personal data. For the purposes of this article,
from the common regulation in the GDPR or the do-
mestic law on personal data, “labour data” can be de-
fined as personal data relating to an identified or iden-
tifiable applicant or worker," processed in connection
with recruitment, employment or its termination. It can
include personnel records, performance assessments
and information generated by workplace monitoring or

2 Antonio Aloisi, ‘Regulating Algorithmic Management at Work

in the European Union: Data Protection, Non-discrimination and
Collective Rights’ (2024) 40(1) International Journal of Compara-
tive Labour Law and Industrial Relations 37-70; Halefom Abraha,
Regulating Algorithmic Employment Decisions through Data Pro-
tection Law’ (2023) 14(2) European Labour Law Journal 172-191.
3 James Harrison and others, ‘Labour Standards Provisions in
EU Free Trade Agreements: Reflections on the European Commis-
sion’s Reform Agenda’ (2019) 18(4) World Trade Review 635-657;
Marco Bronckers and Giovanni Gruni, ‘Retooling the Sustainability
Standards in EU Free Trade Agreements’ (2021) 24(1) Journal of
International Economic Law 25-51.

1 TLO Code of Practice on the Protection of Workers” Personal
Data. See more at https://webapps.ilo.org/static/english/intserv/
working-papers/wp062/index.html (accessed on 10 October 2026)

algorithmic management.”” It is a context-specific sub-
set of personal data, which may include sensitive data as
classified by the applicable law; performance data cons-
titute only one part of this category.

From the definition of the term ‘“labour-data”,
“labour-data protection” refers to the legal safeguards
governing this processing and the associated rights and
remedies of applicants and workers. Labour data pro-
tection should therefore be understood not merely as
a privacy issue, but as a trade-and-sustainability issue.
Export manufacturing, business-process outsourcing,
logistics, and digitally mediated services increasingly
rely on intensive processing of worker data. These data
shape recruitment, productivity monitoring, welfare ad-
ministration, workplace access, remote supervision, and
compliance auditing across supply chains. Where digital
trade rules facilitate data flows without adequate labour
and privacy safeguards, competitiveness may come to
depend on informational asymmetry and worker vul-
nerability.

By contrast, requirements concerning purpose limi-
tation, data minimization, security, fairness in automated
decision-making, and accessible complaint mechanisms
can support more sustainable and rights-compatible
forms of economic integration. The governance of la-
bour data is therefore central to the broader question of
whether trade law can promote development without
undermining human dignity at work.

Against this background, ASEAN offers a producti-
ve site for comparative analysis. Its member states com-
bine manufacturing integration, digital transformation,
legal pluralism, and active engagement with external tra-
de partners. They face common pressures to modernize
labour law, attract investment, facilitate e-commerce,

15 Article 88 of GDPR specifically isolates data processed “in the
employment context” which must cover data for (i) Recruitment and
the performance of the contract of employment; (i) Labour man-
agement, planning, and organization of work; (iii) Health and safety
at work; (iv) The exercise and enjoyment of rights and benefits re-
lated to employment; and (v) The termination of the employment
relationship.

The American Data Privacy and Protection Act explicitly creates a
definition for “employee data” as a distinct sub-category of covered
data, including (i) Information collected by an employer that relates
to a job applicant; (ii) Business contact information; (iif) Emergency
contact; and (iv) Information necessary to administer benefits.

The International Labour Organisation Code guidelines the list of
data that must be regulated as “workers’ personal data” including (i)
Medical data and health records; (i) Biometric data; and (iii) Moni-
toring data.
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and establish credible data-governance frameworks, but
they respond through different constitutional structu-
res, regulatory traditions, and institutional capacities.
Examining these jurisdictions together helps identify
both convergence and divergence in emerging Asian
approaches to corporate accountability.'®

The legal problem is how sustainability commit-
ments addressed to states can translate into enforcea-
ble corporate duties concerning labour data when TSD
chapters do not expressly regulate labour data protec-
tion. The problematic here is through which legal and
institutional mechanisms, and with what limits, do EU
trade commitments and market pressures contribute to
corporate accountability for labour-data protection in
Singapore, Thailand, Malaysia, and Vietnam? The analy-
sis distinguishes obligations under agreements in force
from reform expectations associated with negotiations
and from market-driven incentives.

This article argues that the future of sustainable tra-
de in Asia depends not only on inter-state commitments
in TSD chapters, but also on their domestic translation
into enforceable forms of corporate accountability, par-
ticularly where digital technologies restructure labour
relations.

This study combines doctrinal legal analysis with
functional comparison to examine corporate accounta-
bility for labour-data protection in Singapore, Thailand,
Malaysia, and Vietnam. These jurisdictions are selected
to explore variation in domestic data-protection fra-
meworks and their engagement with EU trade gover-
nance, rather than to represent ASEAN. The analysis
draws on relevant treaty provisions, national legislation,
regulatory guidance, and published enforcement cases,
read alongside academic literature. It applies two cri-
teria: the enforcement and accountability mechanisms
and the influence of international trade and market
pressures on regulatory development, in domestic per-
sonal data protection regimes. Under each criterion, the
analysis considers the obligations placed on enterprises
and their implications for workers” data, including per-
sonnel records, workplace monitoring, and algorithmic
management. Treaty obligations in force are distingui-

16 Andrew Harding and Mark Sidel (eds), Central and Southeast
Asian Legal Systems (Cambridge University Press 2021); Asian De-
velopment Bank, Asian Economic Integration Report 2021: Making
Digital Platforms Work for Asia and the Pacific (ADB 2021); Gra-
ham Greenleaf, Asian Data Privacy Laws (OUP).

shed from negotiating objectives and market-driven
incentives. The comparison also separates regulatory
design from enforcement outcomes.

2 From TSD Chapters to Domestic
Reform: EU Influence on Labour-Data
Accountability in ASEAN

2.1 Treaty-Based Integration of EU labour data
standards

Currently, the international trend is shifting from
voluntary commitments (soft law) to mandatory legal
obligations (hard law), typically the provisions on Trade
and Sustainable Development (TSD) in new-generation
free trade agreements such as EVFTA, EUSFTA or
EU-Thailand FTA, etc."”

Among contemporary trade actors, the Huropean
Union has been particularly influential in institutionali-
zing this linkage through the Trade and Sustainable De-
velopment (TSD) chapters included in its so-called new-
-generation free trade agreements. The EU’s TSD model
embeds commitments relating to labour standards, en-
vironmental protection, regulatory non-derogation, and
cooperative mechanisms aimed at improving domestic
compliance rather than relying solely on traditional reta-
liatory trade sanctions. The TSD chapter of the EVFTA
expressly connects trade relations with the objective of
sustainable development and recalls major international
instruments such as the ILO Decent Work Agenda and
the 2030 Agenda for Sustainable Development, while
the EUSFTA similarly includes a dedicated TSD chapter
reflecting the EU’s view that trade liberalization must be
accompanied by sustainability commitments.

More specifically, the EVFTA demonstrates that
the legal significance of TSD chapters lies as much in
their implementation architecture as in their substantive
commitments. Chapter 13 embeds sustainable develop-
ment within the bilateral trade relationship and supports

7" Daan van ’t Wout, “The Enforceability of the Trade and Sustain-
able Development Chapters of the European Union’s Free Trade
Agreements’ (2022) 20 Asia Europe Journal 81-98; James Harrison
and others, ‘Labour Standards Provisions in EU Free Trade Agree-
ments: Reflections on the European Commission’s Reform Agenda’

(2019) 18(4) World Trade Review 635-657.
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that objective through a structured institutional design,
including a specialised Committee on Trade and Sustai-
nable Development, Domestic Advisory Groups repre-
senting independent social and economic stakeholders,
a Joint Forum for civil-society dialogue, and a consul-
tation mechanism culminating, where necessary, in a
Panel of Experts. Although these procedures do not
impose direct sanctions comparable to ordinatry trade
remedies, they subject labor-related commitments to
recurrent scrutiny, reporting, and interpretive develop-
ment. In that respect, the EVFTA does not expressly
regulate labour data, but it nonetheless generates a legal
environment in which emerging questions of workplace
surveillance, digital compliance, and corporate respon-
sibility may increasingly be framed as matters of sus-
tainable trade governance rather than merely internal
managerial discretion.'

These agreements matter not only because they fa-
cilitate market access, but also because they transmit
normative expectations regarding labour governance,
responsible business conduct, and domestic regulatory
autonomy.” Data governance accountability refers to
the legal and organizational responsibility of entities
and decision-makers to ensure that data is managed,
protected, and used in compliance with applicable laws
and regulatory standards.”’ In domestic jurisdictions,
data corporate accountability is enforced generally
through data protection and consumer protection laws.
Accountability can be deemed as the bedrock of digital
trust. It ensures that every decision regarding data, from
collection to disposal, has a clear owner who is respon-
sible for the legal and ethical outcomes.

The inclusion of TSD chapters in the European
Union’s new-generation free trade agreements marks
a significant development in the legal architecture of
trade governance. These chapters do not merely sup-
plement market-access commitments with aspirational
references to labour and environmental values. Rather,
they institutionalise a distinct normative logic within

' Free Trade Agreement between the European Union and the
Socialist Republic of Viet Nam, ch 13, arts 13.1-13.2, 13.15-13.17
Y Id, 16.

% Regulation (EU) 2016/679 of the European Patliament and
of the Council of 27 April 2016 on the protection of natural per-
sons with regard to the processing of personal data and on the
free movement of such data (General Data Protection Regulation)
[2016] OJ L119/1, art 5(2); Personal Data Protection Commission
Singapore, Guide to Accountability under the Personal Data Protec-
tion Act (15 July 2019).

trade law, under which liberalisation is increasingly
conditioned by continuing commitments to regulatory
maintenance, cooperation, monitoring, and review. Al-
though the classical criticism of TSD chapters has been
their limited coercive force, their legal significance lies
precisely in the fact that they reconstitute the terms on
which trade integration is understood to occur: not as
a value-neutral process of economic exchange, but as a
framework embedded in broader public-regulatory ob-
jectives.”!

From this perspective, the absence of express pro-
visions on labour data should not be taken to imply
doctrinal irrelevance. TSD chapters operate not only
through direct rule prescription, but also through the
diffusion of governance rationalities that reshape the
interpretation of domestic regulatory priorities. Once
trade agreements require parties to maintain labour
protections, refrain from regulatory backsliding, and
participate in institutionalised forms of oversight, they
generate normative pressure against the treatment of
workplace data practices as purely internal matters of
managerial discretion. In increasingly digitalised labour
markets, the collection, processing, and deployment of
worker data are bound up with questions of dignity,
autonomy, equality, and risk allocation at work. Those
questions sit comfortably within the broader trajectory
of sustainable trade governance, even where the rele-
vant treaty text has not yet caught up with the technolo-
gical specificity of the problem.*

The analytical significance of this shift is that it mo-
ves the discussion beyond the traditional vocabulary of
corporate social responsibility. Corporate social respon-
sibility has frequently been articulated in voluntary, ethi-
cal, or reputational terms. Corporate accountability, by
contrast, denotes a more exacting framework in which
enterprises are expected to justify conduct, internalise
foreseeable harms, and remain subject to institutional
mechanisms capable of evaluating compliance and,
where necessary, imposing consequences. In that sense,

2 1d 14.

*  Lorand Bartels, ‘Human Rights and Sustainable Development
Obligations in EU Free Trade Agreements’ (2013) 40(4) Legal Is-
sues of Economic Integration 297; Mira Burri and Kholofelo Ku-
gler, Regulatory Autonomy in Digital Trade Agreements’ (2024)
27(3) Journal of International Economic Law 397; Antonio Aloisi,
Regulating Algorithmic Management at Work in the European Un-
ion: Data Protection, Non-discrimination and Collective Rights’
(2024) 40(1) International Journal of Comparative Labour Law and
Industrial Relations 37.
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accountability is better suited than CSR to explain how
trade-linked sustainability commitments may be trans-
lated into domestic obligations governing corporate
behaviour, including in relation to the datafication of
labour management.”

This development is particulatly important in the
ASEAN context, where the European Union’s influen-
ce often operates less through formal harmonisation
than through regulatory diffusion. TSD chapters, toge-
ther with the wider Brussels Effect, create incentives
for states and firms to align domestic governance fra-
meworks with standards that are increasingly treated
as conditions of market credibility and legal reliability
in transnational commerce. The result is not a simple
transplantation of EU law into ASEAN legal systems.
Rather, it is a process of selective adaptation, through
which labour-data risks are gradually reclassified from
private questions of business efficiency into matters of
public regulation, sustainable trade legitimacy, and cor-
porate accountability. That reclassification provides the
conceptual bridge for understanding why labour-data
protection should be analysed not merely as a question
of privacy law, but as part of the evolving governance
of sustainable trade in Asia.**

Having traced the treaty-based foundations of EU
influence, the analysis now shifts to the indirect mecha-
nisms through which that influence is internalized in
ASEAN legal orders. This next part examines the Brus-
sels Effect as a key driver of labour-data reform beyond
the text of the agreements themselves.

2.2 The Brussels Effect and Labor Data Legal
Reform in some ASEAN countries

The Brussels Effect refers to the European Union’s
ability to shape global regulatory behaviour through the

#  Cecilia Navarra, Corporate Due Diligence and Corporate Ac-

countability (European Parliamentary Research Service 2020); Ar-
chie B Carroll, ‘Corporate Social Responsibility: Evolution of a
Definitional Construct’ (1999) 38(3) Business and Society 268; Mal-
lika Tamvada, ‘Corporate Social Responsibility and Accountability:
A New Theoretical Foundation for Regulating CSR’ (2020) 5 Inter-
national Journal of Corporate Social Responsibility 1.

#  Bradford, Anu, “The Brussels Effect: How the European Un-
ion Rules the World” (2020). Faculty Books. 232. https://schol-
arship.law.columbia.edu/books/232 https://doi.org/10.1093/
0s0/9780190088583.001.0001; Free Trade Agreement between the
European Union and the Socialist Republic of Viet Nam, ch 13;
Free Trade Agreement between the European Union and the Re-
public of Singapore, ch 12

gravitational force of its internal market. Rather than
relying primarily on treaty-based harmonization or clas-
sic extraterritorial jurisdiction, the EU often influences
foreign firms and legal systems indirectly: market actors
that wish to retain access to the European market fre-
quently find it more efficient to adopt EU-compliant
standards across their wider operations. As a result, EU
regulatory choices may diffuse internationally and beco-
me embedded in domestic legal reform abroad. In the
context of digital governance, this helps explain why
EU rules and regulatory models exert influence in third
countries, including ASEAN member states, even whe-
re those states have not formally undertaken full legal
harmonization with EU law.”

In the Asian context, this dynamic is visible not
only in general data protection reform inspired by the
GDPR, but also in the broader restructuring of domes-
tic regulatory frameworks around transparency, accoun-
tability, risk management, and demonstrable complian-
ce. The result is not simple legal transplantation. Rather,
Asian jurisdictions selectively internalize EU-style prin-
ciples while adapting them to domestic priorities such
as developmental governance, digital industrialization,
and state-led regulatory oversight.

This regulatory diffusion is reinforced by the TSD
chapters in EU free trade agreements with Asian par-
tners. The EVFTA, for example, expressly integrates
sustainable development into the bilateral trade rela-
tionship, recalls the ILO Decent Work Agenda and the
2030 Agenda, and requires both parties to maintain and
continue improving domestic levels of labour and en-
vironmental protection.”® Likewise, the EU-Singapore
Free Trade Agreement contains a dedicated TSD chap-
ter and reflects the EU’ insistence that trade liberali-
zation be accompanied by commitments relating to
labour rights, environmental protection, and respon-
sible governance.”” Although these agreements do not
impose a single uniform model of data or labour law,
they create sustained incentives for legislative and admi-
nistrative convergence by linking market access, reputa-
tional credibility, and participation in global value chains
with higher compliance expectations.

» 1d, 22.

% Pree Trade Agreement between the European Union and the
Socialist Republic of Vietnam, ch 13 “Trade and Sustainable Devel-
opment’, arts 13.1-13.2.

7 Pree Trade Agreement between the European Union and the
Republic of Singapore, ch 12 “Trade and Sustainable Development.
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For labour-data governance in particular, the im-
portance of the Brussels Effect lies in its indirect
but powerful capacity to reframe what counts as
acceptable corporate conduct. Once access to EU
markets, investment relationships, or contractual
integration with European firms depends upon
credible safeguards for privacy, workplace moni-
toring, data security, and due diligence, Asian law-
makers and regulators face pressure to modernize
domestic legal regimes. This helps explain why
reforms in countries such as Singapore, Thailand,
and Vietnam increasingly emphasize accountabil-
ity-based governance, cross-border transfer con-
trols, internal compliance systems, and risk-based
supervision. In this sense, EU influence operates
through both de facto market mechanisms and de
jure treaty commitments: the former pushes firms
to globalize EU standards operationally, while the
latter encourages states to revise national laws in
ways that make those standards institutionally sus-
tainable within Asian legal orders.”

3 Corporate Accountability in
Personal Data Protection in
Selected Asian Countries

Methodologically, this section adopts a functio-
nal comparative approach to examine how selected
ASEAN jurisdictions respond to a common regulatory
problem: the domestic translation of trade-linked and
market-driven accountability pressures into personal
data protection law. Singapore, Thailand, Malaysia, and
Vietnam are chosen because they are deeply integrated
into regional and global value chains, yet differ in legis-
lative maturity, regulatory capacity, enforcement style,
and patterns of state-market coordination.

Unlike the European model, which places personal
data protection within the framework of fundamental
individual rights, several Asian countries such as Singa-
pore, Thailand, and Malaysia are developing accounta-
bility in a manner closely associated with developmen-
tal governance. Accordingly, corporate accountability
entails implementing, explaining, and demonstrating
compliance with data protection obligations, while also

%14 24,25

serving as an intermediary mechanism for balancing
privacy protection with digital economic development,
while maintaining state oversight over the use and pro-
tection of personal data held or controlled by enterpri-
ses. As aforementioned, “labour data” refers to personal
data associated with recruitment, the course of employ-
ment, and termination of the employment relationship;
its protection is examined within the legal framework
for personal data protection. The four jurisdictions are
compared by reference to the specificity of duties to
protect data and demonstrate compliance; requirements
concerning internal policies, personnel, and governance
procedures; and mechanisms of supervision, sanctions,
and enforcement practice. The analysis draws on the le-
gal provisions and reported cases, distinguishing regula-
tory design from enforcement outcomes.

Voluntary instruments retain considerable impor-
tance in Asia, reflected by the application of principal
soft-law foundation as the National Action Plans im-
plementing the UN mandatory, UN’s SDG disclosure,
the GRI framework, etc.”’ However, the enforcement
and compliance present persistent weaknesses. The le-
gal issues in domestic jurisdictions can be raised from
the absence of law on investors’ social accountability
in investment treaties, highlighting regulatory chill as a
structural feature whereby broad interpretation of the
principle of “fair and equitable treatment” by invest-
ment tribunals undermine states’ capacity to implement
protective measures.”’ Besides, enforcement in the cri-
minal law of some states remains focused on individual
offenders and unpopularly addresses systemic organi-
zations fault.

The digital economy intersects with corporate ac-
countability and trade law across several distinct vectors
in domestic jurisdiction: the regulation of cross-border
e-commerce, the governance of Al and algorithmic sys-
tems, data sovereignty and cross-border data flows, and

#  UN Human Rights Council, Guiding Principles on Business
and Human Rights: Implementing the United Nations “Protect, Re-
spect and Remedy” Framework UN Doc A/HRC/17/31 (21 March
2011); Global Reporting Initiative, GRI Standards; OECD, OECD
Guidelines for Multinational Enterprises on Responsible Business
Conduct (OECD 2023)

% Garimella SR, Rajsingh S (2024), “Bilateral investment trea-
ties and investors’ social accountability: the law and praxis in South
Asia”. Journal of International Trade Law and Policy, Vol. 23 No.
2-3 pp. 129-153, doi: https://doi.org/10.1108 /JITLP-04-2024-0025
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the use of digital technologies to enhance compliance
and transparency.”’

3.1 Singapore

Singapore has an economy that is heavily dependent
on trade, financial services, digital technology, and glo-
bal data flows. Consequently, the city-state has needed
to establish a sufficiently reliable legal environment to
attract international investment, promote electronic
commerce, and participate deeply in global digital sup-
ply chains.”” In this context, accountability requirements
are intended to satisfy international standards on data
governance embodied in free trade agreements, cross-
-border data cooperation mechanisms, and international
norms. The EU-Singapore Free Trade Agreement (EU-
SFTA) contains a separate chapter on Trade and Sus-
tainable Development (TSD), including strong commit-
ments relating to sustainability and labour issues, such
as the protection of labour rights and the environment.
The Court of Justice of the European Union (CJEU)
has previously ruled, in cases concerning the EU-Singa-
pore Free Trade Agreement, that certain provisions in
free trade agreements may render such agreements “mi-
xed agreements” under EU law. The incorporation of
Corporate Social Responsibility (CSR) provisions may
have a similar effect, altering the commercial nature of
free trade agreements and requiring ratification under
both EU and national procedures.”” As Singapore inte-
grates responsible business practices into international
trade, including corporate accountability obligations,
the legal and practical issues surrounding mixed agree-
ments and the nature of free trade agreements are likely
to continue being interpreted in different ways. At the
same time, with its ambition to become a trusted hub
for data-driven businesses in the Asia-Pacific region,

31

Mira Burri and Kholofelo Kugler, ‘Regulatory Autonomy in
Digital Trade Agreements’ (2024) 27(3) Journal of International
Economic Law 397-423; Antonio Aloisi, ‘Regulating Algorithmic
Management at Work in the European Union: Data Protection,
Non-discrimination and Collective Rights’ (2024) 40(1) Interna-
tional Journal of Comparative Labour Law and Industrial Relations
37-170.

2 Wortld Trade Otrganization, Trade Policy Review: Singapore
(WTO, latest edition).

% PM Vu, N H A Vuand C G Nguyen, “Incorporating Cotpo-
rate Social Responsibility in Free Trade Agreements and Its Impacts
on the Multilateral Trade System” in R Roberta (ed), Repenser les
frontiéres économiques: Le régionalisme est-il une voie prometteuse
pour relever les défis globaux? (TESEO Press 2025) https://doi.
org/10.55778/ts917723237.

Singapore must establish mechanisms that require en-
terprises to demonstrate that data processing activities
are conducted in a secure, transparent, and accountable
manner in order to maintain the confidence of inves-
tors, international partners, and consumers within the
digital economy.

In terms of the specification of obligations and gui-
dance on organizing compliance, Singapore illustrates
the “accountability-based data governance” model. Ac-
cording to the Personal Data Protection Commission
(PDPC), accountability is a foundational principle of
the Personal Data Protection Act (PDPA), under whi-
ch organizations are responsible for the personal data
under their management and must also be able to de-
monstrate compliance with data protection obligations.
Part VI of the Singapore PDPA sets out the core obli-
gations of organizations in the care and management
of personal data. Accordingly, Sections 23 to 26 requi-
re organizations to make reasonable efforts to ensure
that collected personal data is accurate and complete,
particularly where such data is used to make decisions
affecting individuals or is disclosed to another organi-
zation. At the same time, organizations are responsible
for implementing appropriate security measures to pro-
tect personal data against risks such as unauthorized ac-
cess, collection, use, disclosure, copying, modification,
or disposal, as well as to prevent the loss of devices
or storage media containing personal data. Singaporean
law also requires organizations to cease retaining per-
sonal data or to remove how individuals can be iden-
tified from such data once the purpose of collection
no longer exists and retention is no longer necessary
for legal or business purposes. In addition, transfers of
personal data outside Singapore may only be carried out
where requirements ensuring a standard of data protec-
tion comparable to that under the PDPA are satisfied.
The Personal Data Protection Commission (PDPC) is
empowered to exempt certain requirements relating to
data transfer activities on a case-by-case basis, subject to
conditions imposed by the Commission, which may be
amended or revoked at any time.

When applied to employment relationships, these
obligations require enterprises to take steps to maintain
the accuracy and security of personnel files, attendan-
ce records, and employee assessments, including when
such data inform algorithmic management systems.
This helps limit adverse decisions based on inaccurate
data and unauthorized disclosure of employee infor-
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mation. For workplace cameras, the exception allowing
processing without consent for managing the employ-
ment relationship applies only where the processing is
reasonable; enterprises must still notify workers of the
purposes of surveillance.*

On 15 July 2019, the Personal Data Protection Com-
mission (PDPC) issued the “Guide to Accountability
under the Personal Data Protection Act”, which ex-
plains the principle of accountability in the context of
personal data protection and how an organization may
demonstrate accountability for the personal data under
its management. According to the Guide, accountability
in relation to personal data protection refers to commit-
ting to and demonstrating responsibility for the personal
data that an organization holds or controls. Accounta-
bility is a fundamental principle of the PDPA, requiring
organizations to ensure and demonstrate compliance
with the PDPA. Taken together, Sections 11 and 12 of
the PDPA constitute the accountability obligation un-
der the PDPA. Although the PDPA imposes manda-
tory accountability requirements, organizations should
consider accountability measures that go beyond mere

legal compliance.

According to the Guide, as a matter of good prac-
tice, an organization may consider demonstrating ac-
countability in three areas.™

Firstly, regarding policies, in order to ensure a com-
mitment to accountability, it is essential to integrate per-
sonal data protection into corporate governance, as the
involvement of senior management is crucial. Other ac-
countability measures may include the development and
clear communication of personal data protection poli-
cies to both internal and external stakeholders. In order
to clarify for internal stakeholders their responsibilities
and procedures for handling personal data in day-to-
-day operations, dedicated internal policies should be
established.

Secondly, with regard to personnel involved in personal data
processing, a structured training and communication plan
is essential to equip employees with the necessary know-
ledge and resources to manage personal data effectively.

*  Personal Data Protection Commission Singapore, Advisory

Guidelines on Key Concepts in the PDPA, ch 16, paras 16.1-16.3;
Advisory Guidelines on the PDPA for Selected Topics (revised May
2024), paras 4.39—4.40.

»  Allen & Gledhill, “PDPC Publishes New Guide to Account-
ability under the Personal Data Protection Act: Demonstrating Ac-
countability for Personal Data” (30 July 2019).

Employees involved in handling personal data, as well
as those with additional responsibilities, such as desig-
nated Data Protection Officers (DPOs), should recei-
ve specialized training tailored to their respective areas
of responsibility. It is also important that personal data
protection policies and procedures be clearly documen-
ted and made easily accessible for employees’ reference
(for example, through the organization’s intranet).

Thirdly, regarding processes, an accountable organi-
zation should establish effective procedures to operatio-
nalize its data protection policies throughout the entire
data lifecycle (i.e., from the collection to the deletion of
personal data) and across all business processes, syste-
ms, products, and services. For example, an organiza-
tion may implement a data protection management pro-
gramme to operationalize its data protection policies,
while also considering the establishment of procedures
for conducting Data Protection Impact Assessments
(DPIAs) in order to identify and address personal data
protection risks. Organizations should regularly review
their procedures to ensure that they continue to meet
business needs and remain updated in line with regula-
tory requirements and technological developments.

In enforcement practice, the Personal Data Protec-
tion Commission (PDPC) has indicated that, where a
data incident occurs, organizations with robust accoun-
tability systems may be considered for the application
of an “undertaking” mechanism or an “expedited deci-
sion” process instead of a full-scale investigation. This
demonstrates that Singapore encourages a proactive
and cooperative model of data governance between the
State and enterprises. In one case involving an educa-
tional technology company, the organization had failed
to appoint a Data Protection Officer (DPO) for more
than five years after its establishment. This omission did
not reflect a technical failure, but rather a lack of inter-
nal prioritization and accountability, which is precisely
the type of outcome that Singapore’ legal framework
is designed to prevent. Notably, the organization also
argued that the Personal Data Protection Commission
should only consider affected individuals located in Sin-
gapore when assessing the organization’s data breach,
since individuals located overseas would fall within the
jurisdiction of foreign regulatory authorities. This argu-
ment was rejected by the Commission, which affirmed
that organizations operating from Singapore remain ac-
countable for all personal data in their possession or un-
der their control, regardless of where the individuals are
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located.” Under the amendments enacted in 2020 and
effective from January 2021, organizations are required
to notify the PDPC of any data breach that results in
significant harm to affected individuals or is of a sig-
nificant scale (i.e., involving the personal data of 500
or more individuals). Affected individuals must also be
notified where the data breach is likely to result in signi-
ficant harm to them. The amendments further increa-
sed the maximum financial penalty that may be imposed
on companies for data breaches to up to 10% of their
annual turnover in Singapore or 1 million Singapore
dollars, whichever is higher. Prior to these amendments,
the maximum penalty for a data breach was capped at 1
million Singapore dollars.”

The educational technology case illustrates obliga-
tions to organize compliance internally; the cited ac-
count does not identify workers as an affected group.
Its relevance to personnel management lies in assigning
responsibility for data protection and incident respon-
se in relation to employee records. The case does not,
however, establish the effectiveness of worker protec-
tion in practice.

3.2 Thailand

Thailand is a country that is actively promoting digi-
tal transformation and international economic integra-
tion through the Thailand 4.0 strategy. The expansion
of electronic commerce, digital finance, digital tourism,
and high-technology investment has led Thailand to
participate increasingly deeply in cross-border data pro-
cessing and transfer activities.” This development has
created pressure to establish a data protection legal fra-
mework that is more compatible with international stan-
datrds in order to avoid legal risks in international trade
and enhance the competitiveness of Thai enterprises
within global supply chains. Thailand is also a country
facing systemic challenges relating to labour rights. Both
Thai workers and migrant workers remain vulnerable
to exploitation, retaliation against trade union leaders,
systematic underpayment, and the expansion of preca-

% Mondagq, “Singapore: A Trusted Hub for Data-Dtiven Busi-
nesses” (21 January 2020).

7 Section 48] of Singapore’s Personal Data Protection Act 2012
(PDPA)

% Personal Data Protection Act BE 2562 (2019) (Thailand); No-
tification of the Personal Data Protection Committee on the Pro-
tection of Personal Data Sent or Transferred to a Foreign Country
(effective 24 March 2024)

tious informal employment.”” Local communities conti-
nue to suffer harm arising from land appropriation and
environmental degradation, while environmental rights
defenders face legal harassment and Strategic Lawsuits
Against Public Participation (SLAPPs).

During negotiations on the EU-Thailand Free Trade
Agreement (FT'A), 20 non-governmental organizations
in Thailand jointly submitted a letter to leaders of the
Huropean Commission requesting that accountability
and human rights protection be ensured throughout the
negotiation process of the free trade agreement with
the Thai government. These organizations recommen-
ded that the European Union adopt several measures
to ensure accountability and the protection of human

“ These recommendations included a proposal

rights.
to develop a roadmap for ratifying Conventions No. 87
and No. 98 of the International Labour Organization
(ILO), to protect freedom of association and collecti-
ve bargaining, The EU-Thailand FTA remains under
negotiation following the resumption of talks in March
2023; proposals on Trade and Sustainable Development
(TSD) reflect negotiating objectives and expectations of

reform, rather than treaty obligations already in force."

With regard to personal data protection, Thailand
enacted the Personal Data Protection Act (PDPA) un-
der a framework that is significantly influenced by the
GDPR, particularly in relation to legal bases for data
processing, data subject rights, sensitive data, cross-
-border data transfers, and the obligations of data con-
trollers. In terms of the combination of privacy protec-
tion and the governance of data processing activities,
the Thai approach may be described as a “regulatory
hybrid”, namely the combination of privacy protection
standards with the practical operational needs of a de-
veloping digital economy. Obligations under the Thai
PDPA apply to organizations that collect, use, or dis-
close personal data in Thailand or personal data of Thai
residents, including in certain cases where the organiza-
tion does not have a physical presence in Thailand.

¥ International Trade Union Confederation, Global Rights Index
(latest Thailand entry); International Labour Organization materials
on labour conditions in Thailand.

# Thai Lawyers for Human Rights, “Thai Civil Society’s Open
Letter to the European Commission Ahead of the Next Round of
FTA Negotiations: Trade Must Advance, not Undermine, Human
Rights” (27 September 2025).

' European Commission, EU Trade Relations with Thailand;
EU-Thailand Agreement (negotiating status and objectives; ac-
cessed 8 October 2026).
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Within this framework, corporate accountability is
reflected in the requirement that enterprises must de-
monstrate that data processing activities are based on
lawful grounds, carried out transparently toward data
subjects, ensure data security, and maintain control over
cross-border data transfers. In particular, the new regu-
lations on cross-border data transfers, which came into
effect on 24 March 2024, further clarified the mecha-
nisms for relying on appropriate protection standards,
including adequacy mechanisms, standard contractual
clauses, and binding corporate rules.” An important
signal emerging from this wave of enforcement is the
willingness of the Personal Data Protection Committee
(PDPC) to treat the PDPA as an operational governan-
ce framework, encompassing security controls, vendor
oversight, and incident response measures, rather than
merely a documentation exercise focused on privacy
notices and consent forms. In several cases, the PDPC
has imposed penalties on both data controllers and data
processors involved in processing activities, further
reinforcing that accountability under the PDPA is not
limited solely to the most visible brand within the pro-
cessing chain.” This demonstrates that Thailand is not
simply replicating the European privacy model, but is
localizing accountability within the broader context of
promoting the digital economy, cloud services, electro-
nic commerce, and cross-border investment. The Sta-
te continues to play a central role through the issuance
of standards, the determination of conditions for data
transfers, the supervision of compliance, and the impo-
sition of sanctions for violations. Accordingly, accoun-
tability in Thailand may be understood as a mechanism
for reconciling two objectives: protecting data subjects
and minimizing legal risks for enterprises in the process
of regional data integration.

For employee data, Section 24 of the PDPA allows
processing on grounds of necessity for contractual per-
formance or compliance with a legal obligation. Enter-
prises must still limit collection and notify the purpo-
ses of processing under Sections 22-23; health data,
biometric data, and trade union membership data must
also satisfy Section 26 on explicit consent ot statutory
exceptions.” Attendance monitoring and personnel

# Tilleke & Gibbins, “Thailand’s Regulations for Cross-Border
Personal Data Transfer Come into Force” (27 March 2024).

% Chandler Moti Hamada Limited, “Data Protection & Privacy
2026 — Thailand: Trends and Developments” (Chambers and Part-
ners 2026).

# Thailand, Personal Data Protection Act BE 2562 (2019), ss

records management therefore need to be linked to a
specific legal basis for processing, enabling workers to
understand how their data is used and limiting survei-
llance beyond legitimate management needs.

The cited Thai cases show that the Personal Data
Protection Committee (PDPC) has addressed speci-
fic shortcomings in security, processor oversight, and
the organization of compliance. The PDPC has issued
numerous administrative sanctions totaling more than
21.5 million baht, illustrating the use of administrative
sanctions against data-processing organizations. Enfor-
cement cases indicate that the regulatory authority does
not merely examine isolated incidents of data leakage,
but also evaluates the overall data governance capacity,
level of risk control, and internal compliance mecha-
nisms of enterprises. Within the public sector, a state
agency providing online services through a system de-
veloped by a private enterprise suffered a cyberattack
that exposed the personal data of more than 200,000
citizens, with the data subsequently being offered for
sale on the dark web. The agency was sanctioned for fai-
ling to implement appropriate security measures, failing
to conduct risk assessments, and using weak passwords.
At the same time, the company responsible for deve-
loping the system, acting as a data processor, was also
subject to corresponding penalties. In the healthcare
sector, a major private hospital was fined more than 1.2
million baht for failing to adequately supervise a docu-
ment destruction contractor, resulting in the leakage of
more than 1,000 medical records containing sensitive
health data of patients. Cases in the retail and electronic
commerce sectors likewise illustrate the application of
accountability obligations. A company engaged in the
sale of computers and electronic devices was fined up
to 7 million baht for simultaneously violating obliga-
tions relating to data security, failing to notify the PDPC
of a data breach, and failing to appoint a Data Protec-
tion Officer (DPO) despite processing large volumes
of personal data. Similarly, a cosmetics company was
sanctioned for failing to implement appropriate security
measures and failing to comply with data breach noti-
fication obligations, while a collectible toy retailer and
its associated data processor were also sanctioned for
failing to ensure data security. These cases provide evi-
dence of enforcement in relation to secutity, processor

22-24, 26 and 27; English translation published by Thailand’s De-
partment of Lands.
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oversight, DPO appointment, and breach notification

obligations.*

These cases primarily concern customer, patient, or
service-user data and therefore illustrate the enforce-
ment of security, processor management, and breach
notification obligations. Applying Sections 37 and 40 of
the PDPA to employment, enterprises must specify data
protection obligations in agreements with outsourced
processors, such as payroll providers, to limit the risk of
employee records being disclosed.* These cases are not
direct evidence of worker protection against workplace
surveillance.

The PDPA, enacted on 28 May 2019, establishes a
framework of personal data protection obligations in
Thailand; the cited enforcement cases illustrate the ap-
plication of some of those obligations. The number of
cases and the size of penalties are insufficient to esta-
blish the effectiveness of protection across the system.
Such an assessment requires further evidence of com-
pliance, repeat violations, and redress for harm suffered
by data subjects.

3.3 Malaysia

As an important manufacturing, digital services, and
electronic commerce hub in Southeast Asia, Malaysia
faces pressure to establish a legal environment capable
of ensuring data security for international businesses,
particularly in the fields of finance, technology, logis-
tics, and cross-border services. The EU-Malaysia FTA
remains under negotiation following the resumption
of talks in January 2025. Strong and enforceable pro-
visions on Trade and Sustainable Development (TSD),
including the protection of workers’ rights, are EU ne-
gotiating objectives. Expectations of reform and ma-
rket pressures on enterprises must therefore be distin-
guished from TSD obligations under a treaty in force;
this FTA has not yet created such obligations.*’

#  Chandler Moti Hamada Limited, Data Protection & Privacy
2026 — Thailand: Trends and Developments (Chambers and Part-
ners 2026), “Enforcement in 20257, cases 1-5.

% Thailand, Personal Data Protection Act BE 2562 (2019), ss 37
and 40, on security, breach notification, and controller and proces-
sor responsibilities.

7 European Commission, EU Trade Relations with Malaysia;
EU-Malaysia Agreement (negotiating status and objectives; ac-
cessed 8 October 2026).

Malaysia enacted the Personal Data Protection Act
in 2010, placing data protection obligations on “data
users”. The amendments introduced under the Laws of
Malaysia Act A1727 Personal Data Protection (Amend-
ment) Act 2024 introduced provisions on Data Protec-
tion Officers (DPOs) in Section 12A and data breach
notification in Section 12B. These are specific changes
concerning personnel responsible for compliance and
incident response procedures. The amending legislation
replaced the term “data user” with “data controller”,
reflecting a closer alignhment with international legal ter-

minology relating to data control.*®

Another amendment concerns the mechanism for
transferring personal data abroad under Section 129 of
the PDPA. This change should be assessed by referen-
ce to transfer conditions and controller responsibilities,
rather than being taken to establish stricter protection
or compliance with all international standards.” With
these measures in place, and subject to further neces-
sary developments concerning government access to
personal data and effective legal remedies, foreign com-
panies may regard Malaysia as a more attractive destina-
tion for data-related operations, including data centres
and regional operational hubs. Transfer conditions seek
to maintain protection when data is processed abroad;
their impact on actual data security and consumer con-
fidence depends on compliance, supervision, and reme-
dies for violations.

Finally, by adopting standards similar to those un-
der the GDPR, Malaysia may improve its prospects of
being recognized by the European Union as a jurisdic-
tion providing an adequate level of data protection. If
recognized under the EU adequacy framework, perso-
nal data could flow freely between Malaysia and the Eu-
ropean Union without the need for additional safeguar-
ds, thereby significantly reducing compliance burdens
for businesses that are already engaged in, or seriously
considering, international data transfers. These bene-
fits nevertheless remain expectations concerning the
impact of reform. The cited material does not provide
comparative indicators or enforcement data sufficient
to establish the effectiveness of protection, Malaysia’s

#  Malaysia, Personal Data Protection (Amendment) Act 2024
(Act A1727), ss 2 and 6 (inserting ss 12A—12B into the PDPA 2010).
Official text (accessed 8 October 2026).

¥ Malaysia, Personal Data Protection (Amendment) Act 2024
(Act A1727), s 12 (amending s 129 of the PDPA 2010 on transfers
of personal data abroad). Official text (accessed 8 October 2026).
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global data protection ranking, or the impact on attrac-
ting investment.”’

In terms of instruments for organizing compliance,
Singapore has the guidance on policies, personnel, and
processes discussed above, while Malaysia’s 2024 amen-
dments introduce obligations concerning DPOs and
breach notification. Differences in the type of instru-
ment and the timing of adoption are insufficient to de-
termine which system is undergoing a faster transition.
In this context, accountability requires enterprises to
organize and demonstrate compliance by establishing
internal data governance capacity, including risk identi-
fication, allocation of responsibilities, management of
data processors, incident response mechanisms, and the
ability to demonstrate compliance before regulatory au-
thorities.

In employment management, the principles in Sec-
tions 6—12 of the PDPA require enterprises to identi-
ty lawful purposes, limit processing to necessary data,
provide notice of processing, and protect personnel
records. Workers may request access to their data and
correction of inaccuracies, subject to statutory groun-
ds for refusal.” For payroll records, attendance data, or
inputs to employee evaluation systems, access controls
and data accuracy help limit unauthorized disclosure
and adverse decisions based on inaccurate information.

3.4 Vietham

In Vietnam, corporate accountability should be
assessed through data protection obligations under
domestic law, while also considering the context of
digital economic integration. Through international
cooperation frameworks and new-generation free tra-
de agreements, particularly the EU-Vietnam Free Trade
Agreement (EVFTA), as well as commitments within
ASEAN, APEC, and international privacy standards,
Vietnamese enterprises are increasingly required to de-
monstrate that their personal data processing activities
are conducted on a lawful, transparent, secure, and risk-
-controllable basis. International integration may provi-
de additional incentives to implement data protection
obligations, but does not, by itself, establish the comple-

% TAPP, “Malaysia’s PDPA Amendments: Delivering Enhanced
Data Governance and Transparency” (19 September 2024).

>l Malaysia, Personal Data Protection Act 2010 (Act 709), ss 6-12;
text published by Malaysia’s Personal Data Protection Department.

teness of the regulatory framework or the effectiveness
of enforcement in Vietnam.

In terms of substantive obligations, Vietnamese law
recognizes requirements concerning the processing, se-
curity, and governance of personal data. At present, the
most important legal foundations include the Personal
Data Protection Law 2025, Decree No. 13/2023/ND-
-CP on Personal Data Protection, together with rele-
vant provisions contained in the Civil Code 2015, the
Law on Cybersecurity 2018, the Law on Cyberinforma-
tion Security 2015, the Law on Protection of Consu-
mers’ Rights 2023, and sector-specific regulations rela-
ting to finance, banking, telecommunications, electronic
commerce, and information technology. The necessity
of enacting the Personal Data Protection Law 2025
clearly identified the objective of harmonization with
international standards and regulations on personal data
protection. The experiences of the jurisdictions discus-
sed above concerning data protection obligations, the
organization of compliance, and enforcement provide
points of reference. Many countries have enacted legal
instruments on personal data protection, and numerous
such regulations apply to Vietnamese organizations and
individuals. Therefore, the incorporation of internatio-
nal rules and precedents on personal data protection
must ensure harmonization in a manner suitable to the
Vietnamese context, while also maintaining legal com-
patibility to facilitate implementation by both domestic
and foreign enterprises and avoid inconsistencies with
obligations under the Comprehensive and Progressi-
ve Agreement for Trans-Pacific Partnership (CPTPP),
the EU-Vietnam Free Trade Agreement (EVFTA), and
the ASEAN-China Free Trade Area (ACFTA). With
respect to accountability in personal data protection,
existing provisions establish certain duties to organize
and demonstrate compliance, including requirements
for enterprises to implement personal data protection
measures, conduct data processing impact assessments,
control cross-border data transfers, manage third-party
data processors, and provide notifications in the event
of personal data breaches.

Directly relevant to employment, Article 25 of the
Personal Data Protection Law 2025 requires enterprises
to collect only information serving recruitment purpo-
ses, process it with the applicant’s consent, and dele-
te or destroy it if the applicant is not recruited, unless
otherwise agreed. Employee data must be retained for
the period prescribed by law or agreed upon; upon ter-
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mination of the employment contract, it must be dele-
ted or destroyed unless the law or an agreement pro-
vides otherwise. The use of technology for employee
management must be lawful, protect workers’ rights
and interests, and be based on their clear awareness of
the measures applied.”” These requirements help limit
prolonged retention of personnel records and non-
-transparent surveillance.

The impact of the EU-Vietnam Free Trade Agree-
ment (EVFTA) on Vietnam has played an important
role in shaping accountability along market-oriented
and integration-driven lines. Although the EVFTA is
not a specialized agreement on personal data protec-
tion, it strongly promotes responsible business practi-
ces in Vietnam through requirements relating to sustai-
nable development, labour, transparency, compliance,
and corporate responsibility within supply chains. The
EVFTA not only promotes trade liberalization, but also
emphasizes the importance of sustainable development
through the adoption of responsible business practices,
particulatly in labour-intensive sectors such as textiles,
footwear, printing, and wood processing.” From the
perspective of personal data protection, this logic car-
ries significant implications: as Vietnamese enterprises
participate more deeply in supply chains involving EU
partners, corporate responsibility is no longer confined
to product quality, labour conditions, or environmental
standards, but also extends to data governance and the
protection of information relating to employees, cus-
tomers, suppliers, and business partners. Enterprises
seeking to maintain commercial relationships with high-
-standard markets such as the European Union are the-
refore required to develop the capacity to demonstrate
compliance, including maintaining records of data pro-
cessing activities, establishing data protection policies,
supervising third-party processors, ensuring informa-
tion security, and responding appropriately to data brea-
ches. In addition, the implementation of commitments
under the EVFTA requires not only improvements in
national legislation, but also the establishment of “in-
ternal control tool within the enterprises”, namely inter-
nal compliance control mechanisms designed to ensure

2 National Assembly of Vietnam, Law on Personal Data Protec-
ton No 91/2025/QH15 (26 June 2025), art 25, on personal data
protection in recruitment and employee management.

% D T Chien, H X Dung and L M Son, “The Impact of the
EVFTA on Responsible Business Practices in Vietnam: Implemen-
tation and Challenges” (2025) 15(2) TalTech Journal of European
Studies 108-122, https://doi.org/10.2478 /bjes-2025-0023.

practical compliance within business operations.” Ac-
cordingly, the EVFTA may be regarded as an indirect
driver of corporate accountability in personal data pro-
tection in Vietnam by linking personal data protection
with responsible business practices and the competiti-
veness of enterprises within international markets.

Vietnamese enterprises, particularly those operating
in the fields of technology, finance, electronic com-
merce, digital services, or global supply chains, may
be required to comply with personal data protection
requirements imposed by foreign partners, investors,
or cross-border standards. These requirements may
create incentives for enterprises, alongside compliance
with domestic law, to establish internal data governance
mechanisms, privacy policies, incident response proce-
dures, and compliance demonstration mechanisms in
order to satisfy accountability requirements within the
international business environment.

The obligations concerning recruitment, retention,
and processing of employee data under Article 25 of
the Personal Data Protection Law 2025, together with
the security and governance requirements discussed
above, provide a basis for identifying corporate respon-
sibilities at the regulatory level. Assessing enforcement
effectiveness requires further evidence of compliance,
supervision, and remedies for violations. These provi-
sions alone do not establish that Vietnam’s system pro-
vides more or less effective protection than the other
jurisdictions compared.

4 Conclusion

This article argued that corporate accountability for
labor-data protection should be conceptualized as an
emerging issue of sustainable trade governance rather
than as a matter confined to privacy law. The analysis
of the EVFTA and EUSFTA has shown that, althou-
gh their TSD chapters do not expressly regulate labour
data, they nonetheless alter the normative structure of
trade by embedding labour protection, non-regression,
monitoring, and participatory implementation mecha-

* LT T Huong, “Towards Enforcement of Labor Standards in
the European Union—Vietnam Free Trade Agreement: Can Vietnam
Leverage the Impact of the Implementation of Corporate Social
Responsibility?” (2025) 15(2) TalTech Journal of European Studies
123-139, https://doi.org/10.2478 /bjes-2025-0024.
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nisms within market integration. Read together with the
Brussels Effect, these provisions help explain potential
channels of influence on domestic data governance.
The EU-Thailand and EU-Malaysia negotiations are
examined as sources of reform expectations, distinct
from treaty obligations in force and from market-driven
incentives.

The comparison identifies differences across the
four jurisdictions in the specification of data-protection
duties, internal compliance arrangements, and mecha-
nisms of supervision and enforcement. Singapore com-
bines statutory obligations with guidance on policies,
personnel, and processes; Thailand’s legislation and re-
ported cases illustrate requirements concerning lawful
processing, security, and processor oversight; Malaysia’s
2024 amendments introduce specific obligations con-
cerning data protection officers and breach notification;
and Vietnam’s framework includes express require-
ments for recruitment and employee-data management.
These arrangements identify responsibilities relevant to
personnel records, workplace monitoring, and the use
of data in managerial decisions. The differences con-
cern regulatory design and documented enforcement;
they do not establish a hierarchy of national maturity
or demonstrate that one system protects workers more
effectively than another. Cases involving customer or
patient data illustrate organisational duties but provide
only indirect support for assessing protection in em-
ployment relationships.

Based on these comparative findings, the article ad-
vances normative proposals at three interconnected le-

vels.

At the treaty level, tuture EU-Asia trade instruments
should address more explicitly the relationship between
sustainable trade, digital governance, and labour-data
risks, including algorithmic management and workplace
surveillance. Cooperation, monitoring, and reviewing
mechanisms within TSD chapters could support this
engagement without treating existing chapters as sour-
ces of direct corporate data-protection obligations.

At the domestic level, reform should focus on clearer
allocations of organizational responsibility, stronger im-
pact-assessment duties, more effective processor oversi-
ght, reliable breach-response obligations, and accessible
remedies for workers adversely affected by harmful data
practices. Their practical contribution should be asses-

sed through evidence of compliance, supervision, and
redress, alongside the content of legal rules.

At the enterprise level, labour-data governance should
form part of core compliance architecture rather than
a peripheral privacy concern. This entails assigning res-
ponsibility for employee-data processing, documenting
the grounds and safeguards for its use, and enabling
workers to obtain explanations and seek remedies. The-
se proposals connect the article’s sustainable trade pers-
pective with identifiable corporate duties, while recog-
nising that effective worker protection depends on their
implementation within domestic legal systems.
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