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Abstract
Generative artificial intelligence (AI) has gained considerable interest due to its exceptional capacity to produce text, graphics, and several other types of material. This emerging technology is swiftly revolutionizing the worldwide terrain. Generative AI algorithms can augment creative expression and create novel creative opportunities. Although generative AI promises economic expansion and creativity, it poses intricate legal and ethical dilemmas. This article examines the legal and moral consequences of adopting generative AI technology, specifically focusing on the legal stances of Malaysia and Uzbekistan. This article employs a qualitative research methodology, specifically utilising a doctrinal and comparative legal approach and conducting a content analysis of the primary source, which consists of the laws and regulations in both countries. The authors contend that while generative AI can offer valuable insights into technology, it has also sparked numerous legal and ethical concerns and given rise to criminal liability. The absence of regulation in this field underscores the necessity of implementing rules to mitigate the negative consequences associated with the use of generative AI. Furthermore, the authors argue that generative AI technology carries inherent risks such as copyright, criminal liability, and the erosion of personal data and privacy, which are fundamental human rights principles, leading to public scepticism towards the government. The paper emphasises the need for legal control in this field. The study examines the existing regulatory structures in both countries, highlighting the difficulties and opportunities presented by the growing use of generative AI. This article offers valuable insights for policymakers, industry stakeholders, and researchers working in these dynamic environments by examining crucial legal and ethical factors.
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Introduction
AI has quickly progressed from a specialised study area to a powerful influence, revolutionising multiple industries and everyday activities. Generative AI is a remarkable technology that produces content resembling human creativity and intelligence. This field of AI covers a broad spectrum of uses, such as creating text, images, music, and even intricate scientific data. It has the potential to revolutionise the way content is generated and consumed. Generative AI utilises sophisticated algorithms and machine learning models to create fresh content by analysing input data. Methods like Generative Adversarial Networks (GANs), Variational Autoencoders (VAEs), and Transformer-based models like GPT-4 have showcased impressive abilities in generating lifelike and inventive results. These technologies have been applied in various industries, including entertainment, healthcare, finance, and education, providing unique innovation opportunities and improved efficiency (Bengesi et al.,2024).
Nevertheless, the widespread adoption of generative AI also presents substantial legal, ethical, and societal dilemmas. With the rise of AI-generated content that closely resembles human-created content, concerns surrounding data protection, intellectual property, misinformation, and ethical use have gained significant attention. Given the problems surrounding the misuse of generative AI, it is crucial to analyse current legal frameworks and ethical guidelines thoroughly to address issues such as the creation of deepfakes, the spread of disinformation, and the infringement on privacy rights (Paul & Anuradha, 2024)
The Generative AI literature have been in upwards trends of contributions from authors worldwide. This reflects a diverse array of cultural, theoretical, and practical perspectives. The previous research on this area encompasses advancements in machine learning algorithms, the ethical implications of AI-generated content, and innovative applications across various domains such as art, music, and literature. The authors from different regions bring unique insights that shape the discourse on how generative AI can be harnessed responsibly and creatively (Smith et al., 2022; Zhang & Müller, 2021). Now the trends of research on this area have also shifted towards the issues and challenges attached therewith with the topic as it has wide implications on daily life.
With the mixed response of generative AI, the first part of this paper introduces explains the concept and the development of generative AI. The second part delve on the development of laws in Malaysia and EU legal framework that govern AI technology. The third part examines the Uzbekistan legal position on generative AI. The fourth part, which is the crux of the paper, examines the issues and challenges arising from the usage and development of the Generative AI technology. Lastly, the fifth part concludes the paper by suggesting some recommendations governments should adopt to tackle the issues of Generative AI Technology. 

The Development of Generative AI
The generative AI was initially introduced in the 1960s through the development of chatbots. However, it was not until 2014, with the advent of generative adversarial networks (GANs), a specific class of machine learning algorithms, that Generative AI attained the capability to produce highly realistic images, videos, and audio recordings depicting individuals convincingly (Al Amin et al., 2024). These networks have revolutionized the domain by facilitating the generation of novel data instances resembling authentic data, thereby fostering breakthroughs across diverse applications. 
The potential of Generative AI extends across various sectors, encompassing healthcare, education, hospitality, and electricity distribution (Chen, 2024; Dwivedi et al., 2023; Avci, 2023). In the medical domain, generative AI models such as ChatGPT have demonstrated promise in enhancing medical diagnostics, research methodologies, treatment strategizing, and patient care (Chen, 2024). The emergence of generative language models tailored for medical education presents a promising area for future exploration, highlighting the potential for these models to reshape learning methodologies within the study of medical field (Karabacak et al., 2023).
Additionally, the integration of generative AI technologies in the hospitality and tourism industry is anticipated to significantly impact new possibilities for service applications (Dwivedi et al., 2023; Law et al., 2023). Ultimately, the utilisation of generative AI, such as ChatGPT, in education and research has ushered in a new era of innovation, providing robust tools to assist researchers in content generation and idea enhancement (Alasadi & Baiz, 2023; Tang, 2023).  The capability of generative AI models to generate new instances based on learned data distributions has opened up new frontiers in AI research, pushing the boundaries of data generation and manipulation (Avci, 2023). 
The power of AI is primarily attributed to two unique characteristics of contemporary data science: the recognition that large-scale AI improvements frequently follow predictable "laws" like the law of physics, with an exclamation point, and the realisation that different algorithms exhibit remarkably similar performance when applied to sufficiently large datasets (Shields,2024). Generative AI produces desired outputs and has great potential in various crucial applications such as medical imaging, text generation (including creating novel Harry Potter stories, answering questions about stories in English, and detecting sarcasm), music composition, image enhancement, 3D face modulation, reducing resolution and bit rate for virtual reality applications, and personalised video chat, such as "deepfake" technology (Lamerichs,2023).  

The Legal Position of Generative AI in Malaysia
The Malaysia's AI ecosystem is moving fast paced as the government and businesses communities are forced and to adopt the drive of digital transformation. A report by Ministry of International Trade highlighted that the digital economy contributed 15.6% of GDP in 2020. With the progressive adoption, the government aimed at increasing the digital economy contributions to 22.6% in 2025. The expected forecast is driven by the country's strategic initiatives and policies aimed at fostering innovation and digital transformation.  The countru is rated 44th in the Global AI Index. Furthermore, according to a press release issued by MOSTI, Malaysia’s rating in the Government AI Readiness Index 2023 increased to 23 from 29th in 2022, out of 181 countries surveyed. (Malaysia Kini, 2024)

The Malaysian government has implemented several programs, such as the Malaysia Digital Economy Blueprint (MyDIGITAL), which outlines the nation's aspirations to become a regional leader in the digital economy by 2030 (Mahalingam & Nair, 2021). These initiatives provide a robust framework for AI adoption across various sectors, including healthcare, finance, and manufacturing, thereby enhancing the overall technological landscape of the country (Hussin et al., 2022). Additionally, the government has launched the National AI Framework and AI Roadmap which is integration of AI into the economy to improve public services and boost productivity. The AI Roadmap is a document aimed at improving the quality of life for the people of Malaysia through the application of AI technology, while also accelerating the transformation of the country into a high-technology nation (Razak,2024).

AI has revolutionised the daily lives of Malaysians by offering personalised experiences, efficiency, and simplicity of use in various domains. According to the Malaysian Multimedia Commission (2021), Siri and Google Assistant are utilised by more than 70% of Malaysian smartphone consumers daily. Furthermore, QR codes and other AI-driven solutions have experienced substantial growth in the business sector. Bank Negara Malaysia reported that QR code transactions increased by more than 300% in 2020, suggesting that Malaysians prefer contactless payments. According to MIER research 2023, online sales have increased due to personalized product recommendations based on AI algorithms. (The Edge Malaysia, 2024; New Straits Times, 2024)

The Malaysian government is also implementing aggressive measures to regulate the advancement and use of generative AI due to its capacity to generate novel content. The National Artificial Intelligence Roadmap 2021-2025 has been launched by the Ministry of Science, Technology, and Innovation (MOSTI) together with the Ethical Framework yet to be launched by MOSTI are to be used in this endeavour. Additionally, Minister Chang Lih Kang has unveiled proposals for comprehensive Artificial Intelligence (AI) legislation (Razak,2024). This legislation seeks to tackle AI-related concerns like data privacy, public knowledge, openness, and cyber defence. The AI Bill aims to achieve a harmonious equilibrium between minimising potential hazards and promoting creativity. The objective is to guarantee that AI functions as a beneficial influence on Malaysia's economic and social advancement. The development and regulation of Generative AI in Malaysia present a complex landscape that intertwines technological advancements with legal and ethical considerations. As Malaysia embraces the opportunities and challenges posed by AI deployment, navigating the evolving legal frameworks becomes crucial to ensure responsible innovation and societal well-being.
	There are many issues that can be connected to the development of AI technology, for instances, the ethical dimensions of AI in healthcare underscore the importance of leveraging AI to enhance care systems while mitigating potential harms (Morley et al., 2020). This dual advantage emphasises the need for policymakers and developers to prioritise ethical considerations when integrating AI technologies.
In the realm of election campaigns, the utilisation of AI, particularly Generative AI, has demonstrated cost-cutting benefits by aiding in drafting communication materials such as fundraising emails (Foos, 2024). It highlights the practical applications of AI in streamlining processes within specific sectors, shedding light on the potential efficiency gains that can be achieved through AI integration. Moreover, the impact of AI on social science in Malaysia emphasises the necessity of interdisciplinary collaborations and capacity-building efforts to ensure the ethical deployment of AI technologies (Shastrie, 2024). By prioritising these aspects, Malaysia can shape a future that aligns with the principles of social justice and collective well-being. 
Accountability in AI systems is a critical aspect that intersects with legal considerations, emphasising the need for explanations in AI decision-making processes (Doshi‐Velez et al., 2017). This accountability underscores the importance of transparency and oversight in AI deployment to ensure adherence to legal standards and ethical principles. Furthermore, strategies for workforce readiness and inclusive growth in the AI landscape in Malaysia are essential for positioning the country as a leader in the global economy (Jamal, 2024). By prioritising social equity and sustainable development, Malaysia can harness the potential of AI to create a resilient and prosperous society. Such efforts are also in tandem with the 2020 report by the World Bank on Malaysia, which highlights the capacity of artificial intelligence (AI) to strengthen economic resilience and prosperity through its ability to stimulate innovation, boost productivity, and foster inclusive growth (World Bank, 2020)
The principles of explainable artificial intelligence offer a multidisciplinary framework encompassing the diverse aspects of AI development, including legal and ethical dimensions (Phillips et al., 2021). These principles provide a roadmap for ensuring transparency and interpretability in AI systems, aligning with legal requirements and ethical standards. Understanding the mechanisms, impacts, and policy interventions for inclusive employment in the AI era is crucial for navigating the evolving landscape of AI technologies in Malaysia (Ekong, 2024). By comprehensively addressing these aspects, Malaysia can foster an inclusive environment that harnesses the benefits of AI while mitigating potential challenges. Navigating the legal and ethical conundrums of using AI-generated content in arbitration underscores the importance of upholding legal standards and ethical considerations in AI applications (Labanieh, 2024). 
The role of AI in improving access to justice highlights the potential of specialised AI systems to reduce barriers to the legal system (Long, 2024). It underscores the transformative impact of AI in enhancing legal services and promoting inclusivity within the legal framework. AI is crucial in improving access to justice by automating repetitive tasks, enhancing legal research efficiency, and assisting in document analysis and case management. Through natural language processing and machine learning algorithms, AI systems can help identify relevant legal precedents, streamline document review processes, and provide legal guidance to individuals who may not have access to traditional legal services. Additionally, AI-powered tools can support legal aid organizations by enabling faster and more cost-effective delivery of legal assistance to underserved communities, thereby promoting fairness and equality in the justice system. 
Presently, the ownership of AI-generated technologies and creative works becomes ambiguous due to the existing legislations on Patents and Copyright Acts on intellectual property, which are insufficient to govern the inventions and any works generated by AI technology. Although humans are presently recognised as inventors, the new proposed bill could tackle the ownership issue through artificial intelligence.
In relation to copyright law, Section 7(3)(a) of Malaysia's Copyright Act 1987 requires literary, musical, and creative works to be original after due effort. The Federal Court recently ruled that copyright in works requires sufficient time, labour, and skill to render the same original. YKL Engineering Sdn Bhd v. Sungei Kahang Palm Oil Sdn Bhd & Anor [2022] 8 CLJ 32. Thus, it can be inferred that an AI-produced work is original if the AI creates it with enough effort. But what constitutes sufficient effort remains subjective.

The Patents Act 1983 and the Patents Regulations 1986 did not define the words "inventor." Nevertheless, several court judgments by the Malaysian Court suggest that AI may not be an "inventor." The judges opined that an "invention" is an inventor's idea that solves a technology challenge, according to Section 12 of the Patents Act 1983. It may be argued that only humans can have ideas. Regulation 6 of the Patents Regulations 1986 requires inventors to be named and addressed. The phrasing suggests that the Patents Act 1983 and its related statutes view the inventor as a human person who can conceptualise ideas, have a name, address, or sign a declaration (Chun et al.,2024). The above concept of inventors under the Patents Act creates the same dilemma for the author or ownership of copyrighted materials under Section 7 of the Copyright Act 1987. 
Conversely, the Personal Data Protection Act 2010 applies to artificial intelligence systems that gather and handle personal data. It guarantees adherence to data protection rules such as consent and data security. The first data protection law in Malaysia was passed by the Malaysian Parliament on June 2, 2010, and entered into force on November 15, 2013, called the Personal Data Protection Act 2010 (PDPA) (Sureani et al., 2021). The advancement of technology has raised questions on whether the Personal Data Protection Act 2010 (PDPA) could adequately protect the personal data of Malaysians (Sureani et al., 2021).
The formulation of the Malaysia Personal Data Protection Act 2010 set a general guideline for all data practitioners. However, it is observed that Malaysia needs a tailormade framework that guides the collection and processing of digital information based on the country's perspectives (Chen & Ismail, 2013). The PDPA is concerned with issues such as personal data protection principles, types of personal data, management of personal data, mechanism of personal data protection and security, commission of personal data protection, transfers of personal data, resolution mechanism of personal data dispute and criminal sanctions and civil claims (Sudarwanto & Kharisma, 2021). Shah & Khan (2020) contend that despite having the PDPA laws in Malaysia, challenges exist with the fast-paced advancement in Data Analytics and Artificial Intelligence innovation and catering for such standards.

The Legal Position of EU on Artificial Intelligence
	In an increasingly interconnected world, legal systems around the globe are facing similar challenges and opportunities, particularly in emerging areas such as artificial intelligence (AI) regulation. As nations strive to navigate the complex technological innovation landscape while safeguarding fundamental rights and societal values, benchmarking against other jurisdictions has become imperative. The EU AI Act stands out for its comprehensive regulatory framework, addressing key aspects such as transparency, accountability, and ethical AI deployment (Edwards, 2021). 
With reference to the European context, it can be observed that the European Parliament on March 13, 2024 approved the European Union's AI Act. Article 3(60) of the AI Act defines deepfake technology as synthetic or manipulated image, audio, or video content that essentially seems truthful or authentic, resembling existing individuals, places, objects, or other events or entities. Also, the AI deep fake technology was assessed based on their possible risk, and as the risk is higher, the rules will be more stringent for the product developers (Moreno,2024).
The EU AI Act has tackled the uncertainty of AI-generated content in the context of its definition and transparency for AI providers and deployers. Many academics underline, especially the dearth of studies looking at their fit with the General Data Protection Regulation (EU) 2016/679 (GDPR) and the European Convention on Human Rights (ECHR). Building on the author's past work (Romero-Moreno, 2019), Articles 8 and 10 of the ECHR and the GDPR propose two modifications to close a knowledge vacuum. Firstly, structured synthetic data for deepfake detection is required to fortify security and protect fundamental rights. Secondly, it classifies artificial intelligence meant for deep fake election misinformation, extortion, and AI sexual abuse material as "high-risk," given their substantial potential for damage and violation of rights. (Moreno,2024; Chawki 2024).
The EU AI Act has set out horizontal rules for developing, commodifying, and using AI-driven products, services, and systems, including regulations on AI systems and data protection (Artzt & Dung (2022). The Act introduces more robust legal requirements such as third-party conformity assessment, fundamental rights impact assessment, transparency obligations, and enhancements to existing EU data protection laws (Nesterova, 2022). This legal framework is designed to promote trustworthy AI and is a significant step towards regulating artificial intelligence (Mökander et al., 2021). The EU's goal with the proposed AI Act is to establish itself as a leader in AI regulation (Kazim et al., 2022).
Being the most historic law ever produced by the EU, the law is expected to be the first regulation in the world that is putting a clear path towards a safe and human-centric development of AI and yet to be adopted by other countries around the globe including Malaysian in regulating the AI technology and Generative AI (FMT,2024).

Legal Position of Uzbekistan
Uzbekistan, a Central Asian nation, has been actively addressing the rapid advancements in artificial intelligence (AI) technology, particularly in generative AI. The country's legal framework has been evolving to tackle the challenges and opportunities this emerging technology presents. The government has established a comprehensive legislative foundation to regulate AI technologies. The cornerstone of this framework is the "Strategy for the Development of Artificial Intelligence in the Republic of Uzbekistan for 2019-2024," introduced through Presidential Decree No. PP-4507 (2019). The strategy outlines the country's vision for AI development, focusing on critical areas such as research, education, infrastructure, and legal and ethical considerations (Decree of the President of the Republic of Uzbekistan No. PP-4507, 2019). Building upon this initial strategy, the Concept for the Development of Artificial Intelligence for 2021-2030 solidifies Uzbekistan's long-term commitment to AI. It outlines a broader vision for its development (Decree of the President of the Republic of Uzbekistan No. UP-6079, 2020).
Several other legislative acts play a crucial role in regulating AI in Uzbekistan. The Personal Data Law (2019) establishes a framework for personal data protection, including data processed by AI systems. It outlines data processing principles, data subjects' rights, and the obligations of data controllers and processors (Law of the Republic of Uzbekistan No. ZRU-547, 2019). Additionally, the Electronic Commerce Law (2020) regulates electronic transactions. It sets the legal framework for electronic signatures and documents relevant to generative AI applications in e-commerce (Law of the Republic of Uzbekistan No. ZRU-563, 2020). The Law on Intellectual Property (2006) protects copyrights, patents, and trademarks (Law of the Republic of Uzbekistan No. ZRU-42, 2006). The IP law regime in Uzbekistan shared concerns similar to those in Malaysia. It deals with the dilemma of ownership and authorship of the patents and copyrighted materials and who the inventors and the authors under such a regime can be.
Next, there are several governmental bodies, such as the Ministry for Development of Information Technologies and Communications (MITC), are responsible for regulating the ICT sector, including AI, and developing relevant policies and regulations (Decree of the President of the Republic of Uzbekistan No. UP-5099, 2017). The National Agency for Project Management (NAPM) coordinates the implementation of AI strategies and oversees the Artificial Intelligence Research Center (AIRC) (Resolution of the Cabinet of Ministers of the Republic of Uzbekistan No. 589, 2019). The AIRC, established in 2019, is tasked with conducting AI research and development, promoting AI adoption, and developing ethical guidelines (Decree of the President of the Republic of Uzbekistan No. PP-4349, 2019).
In 2021, the Cabinet of Ministers of Uzbekistan adopted a resolution to establish a special legal regime supporting AI technologies (Resolution of the Cabinet of Ministers of the Republic of Uzbekistan No. 717, 2021). This law aims to create favorable conditions for organizations and institutions working on AI technologies, facilitate the testing and implementation of AI software, and simplify legal relationships in AI development. It offers benefits and preferences similar to those provided to IT Park residents, including tax incentives and simplified procedures (Resolution of the Cabinet of Ministers of the Republic of Uzbekistan No. 717, 2021). The particular legal regime also establishes a regulatory sandbox for testing AI technologies in a controlled environment (Resolution of the Cabinet of Ministers of the Republic of Uzbekistan No. 717, 2021).
The Uzbekistan government recognizes the ethical implications of AI and has taken steps to address them (Abdurakhmonova, 2020). The national AI strategies emphasize ethical development, aligning with international best practices (Khamidov & Makhmudov, 2020). The AIRC is tasked with developing ethical guidelines for AI research and development, including a code of ethics for researchers and developers (Decree of the President of the Republic of Uzbekistan No. PP-4349, 2019). Efforts are underway to address biases and discrimination in AI systems, with the "Law on Personal Data" mandating fair and non-discriminatory data processing (Law of the Republic of Uzbekistan No. ZRU-547, 2019). The impact of AI on employment and the need for workforce reskilling are being addressed through initiatives like the "Digital Uzbekistan 2030" program (Decree of the President of the Republic of Uzbekistan No. UP-6079, 2020).
While AI comes with sophisticated issues, determining liability and ensuring accountability for the actions and outputs of AI systems are complex challenges. Uzbekistan's legal framework is still evolving in this area, with discussions ongoing about specific regulations (Makhmudov & Khamidov, 2021). The existing principles of tort law and product liability may apply, but the unique nature of AI decision-making poses challenges in attributing responsibility (Abdurakhmonova, 2020). Despite the progress in developing a legal and regulatory framework for generative AI in Uzbekistan, several challenges remain. These include balancing innovation with protecting fundamental rights, addressing the shortage of skilled AI professionals, raising public awareness, and keeping the legal framework up-to-date with technological advancements (Khamidov & Makhmudov, 2020). The nation aims to develop a comprehensive legal framework, establish a national AI research center, and foster international collaboration to address these challenges (Decree of the President of the Republic of Uzbekistan No. PP-4507, 2019).
Issues and Challenges in Regulating Generative AI
Regulating Generative AI in countries presents many issues and challenges that policymakers and stakeholders must address to ensure responsible and ethical deployment of AI technologies. One of the key challenges highlighted in the literature is the opacity of AI algorithms, often referred to as a 'black box,' which hinders the assessment of bias within these systems.  Wahl et al. (2018) opined that the lack of transparency poses a significant hurdle in ensuring fairness and accountability in AI decision-making processes, raising concerns about potential discriminatory outcomes.
Moreover, implementing AI technologies, including Generative AI, in various sectors faces obstacles such as the shortage of skilled personnel, inadequate infrastructure, and high implementation costs (Barsha & Munshi, 2023). These challenges underscore the need for capacity-building efforts, resource allocation, and regulatory frameworks to support the effective integration of AI solutions. Additionally, the issues related to data privacy regulations, the digital divide, and the outdated technologies system further complicate the adoption of AI-based solutions within the businesses and consumers (Barsha & Munshi, 2023).
In the context of healthcare, the application of Generative AI introduces complexities related to data privacy, algorithmic transparency, and accountability ("Okonji et al, 2023). These challenges necessitate the need for robust regulatory frameworks that address the ethical implications of AI technologies in healthcare settings. Furthermore, the global nature of AI technologies poses regulatory challenges, requiring coordinated efforts to develop comprehensive and harmonized regulatory standards (Erdélyi & Goldsmith, 2020).
The impact of AI on employment landscapes highlighted the underscores and the need for inclusive strategies to address workforce readiness and promote inclusive growth (Jukin, 2024). The dynamic nature of AI adoption necessitates policy interventions and collaborative governance approaches to navigate the challenges and opportunities presented by AI technologies in the labour market. Additionally, the economic implications of AI adoption, including the high cost of technological tools, require targeted interventions to ensure equitable access to AI-driven employment opportunities (Saeed et al., 2023).
Within the legal domain, using Generative AI technologies poses challenges related to data privacy, algorithmic transparency, and accountability (Xiang, 2024). These issues underscore the importance of developing regulatory frameworks that uphold fundamental rights and ensure responsible AI innovation within legal systems. To address those challenges, a nuanced understanding of the legal implications of AI technologies and proactive measures to mitigate potential risks is needed within the legal fraternity.
Thus, regulating Generative AI in countries involves navigating a complex landscape of challenges, including algorithmic bias, data privacy concerns, workforce readiness, and regulatory harmonisation. The countries can foster responsible AI deployment that aligns with legal standards and societal values by addressing these issues through collaborative governance, capacity-building efforts, and ethical frameworks. Most of the highlighted challenges in regulating AI will be discussed below:

Data Protection and Privacy Issues of AI-Generated Contents
Data protection and privacy issues in AI-generated content are crucial considerations in the ethical and legal landscape. The advanced capabilities of AI systems raise concerns about collecting, storing, and utilising personal information, leading to potential privacy breaches Carmody et al. (2021). In healthcare context, the processing of sensitive patient data by AI technologies underscores the importance of addressing privacy concerns to safeguard confidentiality and personal data protection (Wang et al., 2023). The vast amounts of personal data integrated into AI algorithms for medical purposes present challenges to patient privacy, necessitating robust regulatory frameworks to ensure data security (Wang et al., 2022). Moreover, using AI in various sectors highlighted the significance of trust and privacy as critical concerns among the users (Zarifis et al., 2020).
Privacy issues in AI applications extended to the security of data and the potential risks associated with data breaches, emphasising the need for privacy-preserving techniques and regulatory measures to mitigate privacy threats (Golda, 2024). The tension between security imperatives and personal privacy rights is a central ethical concern, particularly in the context of national security and AI technologies (Kanellopoulos, 2024). As AI technology evolves, addressing privacy concerns becomes increasingly crucial, especially with the proliferation of user-generated content and the adoption of AI in diverse domains (Vu & Jiang, 2023). Privacy protection studies in AI often focus on anonymisation techniques and differential privacy to safeguard sensitive information and ensure data confidentiality (Bo et al., 2021). However, traditional distributed machine learning methods face challenges in effectively addressing data privacy concerns, necessitating innovative approaches to enhance privacy protection in AI applications (Wang, 2023).
In the context of AI-generated content, such as ChatGPT, the ethical considerations revolve around data privacy, transparency, and the need for informed consent to ensure the confidentiality and protection of personal data (Wang et al., 2023). The ethical challenges of AI in marketing also highlighted data privacy as a pressing concern, emphasising the importance of addressing privacy issues in AI applications and protection of consumer data (Kumar, 2024). 
In Malaysia, even though the Personal Data Protection Act (PDPA 2010) regulates the processing of personal data by corporate entities and individuals, the PDPA principles do not apply to the automated collection, storage, and processing of data by an AI that can operate without human guidance or instruction (Shahwahid & Miskam, 2015). The principles of the PDPA 2010 may be violated by a generative AI in the following ways. Firstly, Sections 6, 7, and 8 of the PDPA 2010 prohibit the collection and disclosure of personal data to third parties without the data subject's knowledge or consent. Those provision stated under Section 6,7 and 8 deals with the general principles of data protection, notice and choice affecting users’ principles and disclosure principles of data subject. Sections 9, 10, and 11 of the PDPA 2010 also prohibit the unauthorised storage and retention of personal data for AI "training" and memorisation without providing a right to access, update, or delete the data. Furthermore, Section 129 of the PDPA 2010 prohibits the transfer of personal data to servers and users outside of Malaysia without the data subject's consent. Additionally, this law extended to other artificial intelligence (AI) programs may also process personal data without the subject's knowledge or consent, such as AI filters that analyse candidates for employment and recruitment purposes and AI programmes that filter individuals' biometric information for surveillance purposes. (Sarabdeen, & Mohamed Ishak 2024). 

Source of Data Training and Bias Amplification
Data privacy and bias in AI are crucial considerations that significantly impact the integrity and fairness of AI systems. The training data utilised in generative AI models may inherently contain biases data, and the algorithms can exacerbate these biases, leading to ethical and legal challenges (Brown, 2023, Hall et al., 2022). The reliance on data stored in the databases for training AI-based computational approaches underscores the necessity of addressing bias in the source of training data to ensure the accuracy and fairness of AI applications (Alaidarous, 2020). Furthermore, it is utmost priority to use diverse datasets and continuous monitoring to mitigate algorithmic bias (Elendu, 2023). 
Most of the companies who have adopted the generative AI in their daily activities find it challenging to tackle the bias within AI system and achieve fairness. Most of the users of generative AI highlighted that among the bias issues which is very difficult to eliminate is the systemic racial and gender bias within the generative AI. Mitigating those biases within the system would requires a mastery data science skill and applying those principles in training of the datasets supply to the AI system. (Capraro et al, 2024).
Policy imperatives play a vital role in tackling challenges related to data privacy, accountability, and bias in adopting AI/ML technologies, emphasising the necessity of regulatory frameworks to protect individuals' privacy rights and prevent bias amplification in AI systems (Sachar et al., 2020). The systematic amplification of bias in datasets and AI models underscores the importance of evaluating potential bias mitigation methods to enhance the fairness and reliability of AI technologies (Burgon, 2024). Additionally, employing domain adaptation through training set enhancement can be a valuable strategy to promote AI fairness and address imbalances in bias-causing training data (Joshi, 2021).

Intellectual Property Right of AI Generative Contents
The discourse surrounding AI regulation and governance has become increasingly focused on the intellectual property rights of AI-generated content. The legal frameworks that regulate intellectual property rights are confronted with new challenges and complexities as AI technologies, such as Generative AI, continue to develop and generate innovative results. The Intellectual property rights and AI intersection raises issues regarding the ownership, authorship, and preservation of AI-generated content which created havoc worldwide in most of the legal matters. 
Determining ownership is critical in discussing intellectual property rights concerning AI-generated content. Many studies underscore the significance of comprehending the intellectual property implications of AI-generated content (Vaka et al., 2020). The issue of who owns the rights to the creations becomes increasingly crucial in ensuring a reasonable and equitable distribution of intellectual property as AI systems generate content autonomously (Zakir et al, 2024). The legal and ethical issues associated with the ownership and authorship of AI-generated content are complex. Despite the absence of human authorship and copyright protection in AI-generated works, determining legal liability and recognising authorship continue to be a significant concern (Bozkurt, 2023). The generation of human-like text has been facilitated using generative AI, such as ChatGPT and Natural Language Processing, which has led to questions regarding the authenticity of authorship in AI-generated content (Tlili et al., 2023). Previous research has shown that users do not perceive themselves as the proprietors or authors of AI-generated text, a phenomenon referred to as the AI Ghostwriter Effect, and it necessitates the importance of addressing the issues of ownership and authorship in AI-generated works (Draxler et al., 2023). 

Additionally, copyright challenges arise in AI-generated creative content, requiring modifications to current regulations to address the intricacies of ownership and authorship. (Lucchi, 2023) Additionally, the research illuminates the influence of AI regulation and governance on sharing personal data online, emphasising the importance of suitable rules to enable data sharing without jeopardising intellectual property rights (Chatterjee & Sreenivasulu, 2021). This underscores the necessity of legal frameworks and guidelines that balance preserving intellectual property rights and facilitating data sharing in AI-driven environments. 

The study by Artz and Dung underscores the significance of regulatory frameworks that protect intellectual property rights in AI-driven environments, highlighting the necessity of reconciling artificial intelligence and data protection from a European law perspective in the context of data protection and AI (Artzt & Dung, 2022). Countries can foster innovation while protecting intellectual property rights by harmonising AI regulations with data protection laws. A nuanced comprehension of AI innovation's legal, ethical, and technological aspects is necessary to resolve the intellectual property rights of AI-generated content.

Quality and Reliability of Generated Content
The quality and reliability of AI-generated material are critical in determining AI systems' usefulness and trustworthiness. The literature delves into many aspects of the quality and reliability of AI-generated content, emphasising both the benefits and drawbacks of AI technologies. The quality and dependability of AI-generated material have emerged as significant factors in discussing deploying AI technologies. The literature emphasises the need to resolve issues with the accuracy, reliability, and ethical implications of the content generated by AI systems. One study by Arshad et al. (2023) emphasises the importance of assuring the quality and dependability of AI-generated information and equal access to AI technology. This underscores the necessity for solid processes to analyse and confirm the correctness and credibility of AI-generated details to increase user trust and confidence. 

Furthermore, the evolution of Generative AI, as discussed in a comprehensive survey by Cao (2023), has resulted in the creation of Artificial Intelligence Generated Content (AIGC), which encompasses a wide range of digital content produced by AI models, such as images, music, and natural language. The spread of AI-generated content emphasises the significance of developing criteria for assessing the quality and dependability of such content to avoid misinformation, ensure authenticity, and preserve ethical content creation practices. 
Citation from the publication's 'discussion constraints and future work' section:  The labelling of AI-generated content presents a significant challenge in distinguishing between content produced by AI systems and human creators (Chloe et al., 2023) delve into the debate surrounding the appropriate labelling of Generative AI-generated content, highlighting the need for clear and consistent labelling practices to inform users about the origin of the content and its potential reliability. Implementing transparent labelling techniques can improve transparency, accountability, and user knowledge of AI-generated material. 

Detecting articles generated by Generative AI technology poses an additional problem in assuring the authenticity and dependability of content as several commentators such as Epstein, Arechar, and Rand (2023) explore efforts to distinguish between AI-generated and human-created information, highlighting the need to create ways to identify and validate the source of content in different disciplines. This emphasises the importance of developing tools and standards for detecting and authenticating AI-generated material to maintain integrity and credibility across domains. 
The generative AI are being used for to generate misinformation, such tools are producing high-volume text that significantly magnify views that are otherwise fringe or outright misleading, by creating an illusion of a majority perspective. The spread of misinformation is already known to precipitate a distrustful environment. The scalability presents malicious actors with a new tactic to perpetuate false narratives to unsuspecting users, which may create public confusion at a scale not previously possible. At present the widely use ChatGPT language learning models has been criticized for biased or false outputs and requires most of the business and education institutions to devise a relevant policy in governing such usage and minimise the risk associated with the LLMs (Zhou et al, 2023).
Addressing the ethical implications of AI technologies, especially Generative AI, is critical to encouraging responsible content development and dissemination, highlighting the ethical considerations related to AI technologies such as DALL-E, and emphasising the importance of appropriate rules and policies to oversee the ethical usage of AI-generated images. It is strongly advocated that countries limit the hazards connected with AI-generated content by adopting ethical regulations and legal frameworks for content development and distribution. 
Conclusion
Generative AI technology, which employs machine learning models to create new content from existing data, presents benefits and challenges. The laws and regulations of Malaysia and Uzbezkistan must be updated to account for the additional difficulties generative AI brings. In Malaysia, the Personal Data Protection Act 2010 and Copyright Act of 1987 may need to be amended to include AI-generated work. Presently, the current PDPA protects personal data that are only handled by humans; thus, its protection is necessary to encompass autonomous processing by AI systems and language learning models (LLM). It has been widely debated that AI-created works lacking human participation should not be recognised and granted protection under the intellectual property regime. Thus, the concept of authorship and ownership must be reconsidered in the context of Malaysia and Uzbekistan. Malaysia's generative artificial intelligence deployment raises ethical concerns about responsibility, misinformation, and prejudice. The AI systems trained on biased datasets may propagate social preconceptions that lead to hate speech and threaten the peace of the nations. Additionally, the deepfakes and synthetic media also pose a threat to information integrity and public trust, emphasising the importance of rigorous verification procedures and public awareness efforts. There are also concerns raised that generative artificial intelligence applications should not violate users' privacy or exploit personal information. Uzbekistan and the Malaysian government must adopt AI deployment policies that promote transparency, fairness, and accountability and call for effective collaboration between public and private actors to maintain the AI system's high enforcement and transparency. Finally, it is undeniable that AI technology can transform both a nation's economy and creativity; nevertheless, such technology must be balanced with legal and ethical concerns. 
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